
Cybersecurity: challenges and opportunities 

for a large corporation like Siemens

Unrestricted | © Siemens 2023 | Dr. Alina Matyukhina| SI BP CYS 



Key global trends driving cybersecurity demand
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Growing 

cyberrisk for 

businesses

Fundamental 

technological 

changes

Workforce gap 

is widening

Increasing 

professional 

hacking 

More laws and 

regulations 

worldwide

Challenging 

local vs global 

regulation

There is a strong need to act!
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Cybersecurity at Siemens: InfoSec and PSS 

Siemens follows a holistic and 

comprehensive approach to 

secure its products, solutions, 

services, and IT infrastructure.

Siemens sees cybersecurity

as an enabler for digital

transformations and strong

competitiveness factor.
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Product and Solution Security – Holistic Lifecycle View

Secured Product Development

• Security Standards & Processes

• Secured Architecture, Design & Coding

• Threat & Risk Assessment

• Security Testing

• Data Privacy

• Component Vulnerability Monitoring

• Adherence to state-of-the-art international 

standards (IEC 62443) and compliance to 

regional regulatory frameworks

Incident & Vulnerability Handling

• Siemens ProductCERT (24/7 hotline)

• Support for handling of security 

incidents and vulnerabilities

• Forensic Support

• Task Force

Secured Installation

• Secured Network Design

• Hardening

• Antivirus

Secured Operation

• Monitoring

• Scanning

• Patching

Protection

• Physical

• Network

• Data

• Infrastructure

• Personal Data

• Customer Data
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Company-wide key pillars

People Process Tools



Vulnerability and incident handling

Report Analysis Handling Disclosure

Siemens ProductCERT and Siemens CERT- the central expert teams for immediate response to 

security threats and issues affecting Siemens products, solutions, services, or infrastructure. 

https://new.siemens.com/global/en/products/services/cert.html

Report Security Issue Siemens Security Advisories Hall of Thanks
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https://new.siemens.com/global/en/products/services/cert.html


Certification by independent 3rd party 

It is like climbing a mountain…. the assessment is based on more than four dozen “peaks”:
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Example: IEC62443 certification

• Siemens Smart Infrastructure Building Products was certified by TüV SüD on IEC62443-4-1 

development process certification: 

• the process is fully compliant with international standard

• achieved maturity level 3: the process is lived by existing projects

• IEC62443 4-2 product certification:

• X200 & X300 edge gateways

• SIPORT- Access control system

• Desigo CC and Cerberus DMS

• ASD+ – Aspirating smoke detectors

• More products to follow…
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Sharing is caring: collaboration and communication
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Cybersecurity as a business opportunity
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Reliability

Trustworthiness

Competitiveness

+

=

Phase 1: Identify threats and assume responsibility

• Practice responsibility

• Heighten awareness of security risks

• Cultivate a cybersecurity culture in your organization

Phase 2: Take action and embed security

• Embed cybersecurity in your organization

• Embed cybersecurity within products and services

Phase 3: Make the structure of cybersecurity 

transparent, and be a role model for others

• Share your cybersecurity best-practices

• Join existing cybersecurity communities

• Become active- even outside your own company

https://www.charteroftrust.com/topic/seeing-cybersecurity-as-an-opportunity/



Thank you!
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